Yemanoexka nuunozo cepmut[)ukama noJjib3oeame’in

[Tportecc yCTaHOBKH JINYHOTO CepTH(HKATA ITOJTH30BATENS BBITJISIAT CJICTYFOIIHM
obpazom:

o Haxumaem Ilyck — I[Ipoepammst — Kpunmollpo - Kpunmollpo CSP;
e B okne cpoiictB “Kpunrtollpo CSP” nepeiinure Ha Bkiaaky “CepBuc”
HaxmuTe KHOMKY “IIpocMoTpers cepTH(PUKATHI B KOHTelHepe

E Csoiictea Kpuntollpo CSP (e Sm]
[pnonHuTensHo | Anroputmbl | BesonacHo: | Winlogon |
O6uwwe [ OBopyaosaHie Cepsuc

i~ KoHTeiiHEp 33KpbITOro Knoya -

3™V MacTepa NO3BONRAI0T CKONMPOBaTE MM YA3NUTE KOHTEAHED
33KPLITOro KNYa C HOCUTENA.

CKonupoBaTs KOHTEMHED... I YnanuTe KOHTEMHED...

— CepTMdiKaTsl B KOHTEHEPE 33KPLITOr0 KMKoYa -

3T0T MBCTEp NO3BONAET NPOCMOTPETL CEP KaTbl, HEXOARWMWECS B
KOHTEHEPE 33KPbITOro KMoua, 1 yCTaH VX B XP3HWMULLE
CEepTMPUKSTOB.

pocmoTpeTs CEpTMRNKETLI B KOHTEMHEDE....

~ I'nyHbIA cCepTdMKET -
3T0T MacTep NO3BONAET CBA33TL CEPTUPRMKAT U3 Paiina
KOHTEAHEPOM 33KPbITOr0 KMoYa, YCTEHOBMB 3TOT CEPTUMUKAT B
XDEHUNMLLE.

YCTaHOBUTE NNYHBIA CEPTUDMKAT. .. ]

-[Maponu 33KpbITbX KNoYei

3TV MacTepa No3BonaAT uamMeHeHnTs napomm (MNH«oab1) 3aKpbITbX
KNOYe UK yAanUTe 33NOMHEHHbIE PaHEe Naponu.

WameHnTs napons... I YAanUT 33MOMHEHHBIE N3PONM... ]

ok | omesa | o |




e B nosiBuBIIEMCS OKHE Haxkmute “O030p”;

E CepTuduikathi B KOHTEWHEDE 3aKPLITOTO KAHOYA X
Kontesiiep 3aKpbiToro Kmoua
BeeaTe nnu yKaxuTe KOHTEHEP 3aKPbLITOro KoYa ANA NPOCMOTPa Ig
CEPTUDMKETOB B 3TOM KOHTEHEPE

WMA KnioueBoro KOHTERHEpa:
ll Ob3op... |
BseneHHOE UMA 33A3ET KNIOYEBOM KOHTENHED: Mo cepdukary... I
% Monbsosatens
" KomnbloTepa

Beibepute CSP ana noucka Kniyesbx KOHTERHEDOB:
|Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider |

¢ Hazan ' Hanes » I OmveHa I

e BriGepute nnentudukarop u3 cnucka (B OOJbIINHCTBE CIYyYaeB B CIIHCKE
OyaeT MPUCYTCTBOBATh OJMH KIIFOUEBOM KOHTelHep) U Haxkmute “OK”;

. Kpuntollpo C5P L

0:09:55
Brifiop KNHOYEBOrD KOHTERHEDS

B cnucke nokazeieaTs:

@ [pywecTEEHHEIE MMEHE () YHMKANEHEIE MMEHE

CNMooK KNoYeBbIx KDHTEEHEPOEF nonE30BaTENA!

Es
CunTeiBaTEN:  MMA KOHTERHEPE

Aktiv Co. ru... Ralser-2c3Z6cad-adfd-9b96-822e-8419b2b1b...

OK OTMeHE




e Haxwmute kHonKy “/lanee”;

E MacTep ycTaHOBKW AMYHOIC CEpTUGMKATE ﬁ

KoHTefiHEp 3aKpLITOrD Kmovya
BEeaTe MnM YKEXMTE KOHTERHED SEKPEITOMD KNIOYE, KOTOPEIA COOTEETCTEYET F;g

BEIBDEHHOMY CEpTURUKETY

HMH KNHYEEOra I‘ZDHTEI:'IHEI:IEI .
Rallser-2c326ca8-a4fd-4b96-822:-841%b 2016194 O6aop...

BeeneHHoe MMA 33038 T KNOYSE0A KoHTEAHEP!
@) MNonesosatens
71 KomnstoTepa

BriGepute CSF AnA nowcka KNHoYeBsD KOHTEAHEDOE:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -|

[ < Hazag ][ Lanee > Cimaeta

e Baenute pin-xo0 xiroua (o ymoauanuto “1234567890”) u HE craBbTe
(1axkok BO3JIe HAAMKUCH “3aMOMHMTB NapoJb”’. Haxxmure kHonky “OK”;

E Kpuntollpo CSP ﬁ“

0:09:31
[2)=m BEenuTe pin+oa ANA KOHTERHEPS
GE=4 "Rallser-2c325ca8-24fd-4b96-822-8419b2b 1b 194"
EM

Piri+om: [TTITITIITIIT]

|:| SENoOMHWTE pin-Kog




e Ecau pin-xo0 BBeeH MPAaBUILHO, TO MOSBUTCS OKHO ¢ HH(pOpMAaIneit o
ceptudukare. B oTkpbIBIIEMCS OKHE HAXKMUTE KHONIKY “CBoOlcTBa”;

E CeprudukaTtol B KOHTERHEDE 3aKPLITOTO KAHOYA X
Cepmmdwmxkar ans npocmoTpa
MpocmoTpuTe U BbIGEPUTE CEPTUDMKAT lg
Cepmapuiar: {Pammmual Mma1 Oruectsol
CyGvext: |Etest1@test.ru, C=RU, L=Mocksa, 0=Opratmsawnl, CN=Pamunual M
MocTaswwmK: |E=ca@uc-em.ru. C=RU, L=Mockea, 0=0A0 3nektpoHHan Mocksa, OU=Y

DeiicteuTeneH c: {10 wespans 2009r. 11:03:00

Oeiicrautenesino: |10 ®espana 2010r. 11:12:00
Cepwiirii Homep: | 196D DS7E 0000 0000 0603

< Hazan | [oToBO I Ommena




e B okne cBoiicTB ceprudukara Ha BKiIaake “O0mme” HAKMUTE KHOTIKY
“YcraHoBuTh cepTuukar...”;

B Property Page Select Cert X

Ofwwe | Coctas | Nyt cepridukaism |

i-ﬂs Ceepenns o ceprupukarte

3ToT cepTudnKaT npegHasHavaeTca gna:

* 3aWmaeT cooblULeHMs 3NEKTPOHHOM NOYTbI

* MNoaTEEPKASET YAANEHHOMY KOMMBIOTEPY MAESHTUDMKALUIO
BalUero KOMMbIOTEPa

»1,2,643.3.88.1.1.3.38

Komy Bbiga ®ammnual Mmal OtyecTtsol
Kem Boigan UC-EM

Aeiticreurened ¢ 10.02.2009 no 10.02.2010

‘}? ECTbgaKDLITLIN KNKOY, COOTBETCTBYIOLLMIA 3TOMY CEPTUOMKS

YcTaHoBuUTb oepmd:maT...] | 3assneHue NocTasiuka

MoapobHee o tepTudMKaTax |

[ o ]




e 3amycTuTcs Mactep ummnopra ceprudukartos. B okne “Macrepa umnopra
cepTH(PUKATOB” HAXKMUTE KHONKY “‘/lanee”;

E Macrep umnopra ceprudukaTos

-

Macrtep umnopra ceptupukKaros

S3TOT MacTep NOMOraeT KOMMPOBaTh CEpTUOUKAETSI,
CrMCKM AOBEPUA W CIIMCKM 0T3bIBa CEPTUHMKATOB C
NOKANEHOr0 AWUCKE B XPaHUMMLLE CEPTUOMKATOB.

CepTUOUKST, BblAaHHLIM LEHTPOM CEPTUOMKILUMN,
ABNAETCA NOATBEMKAEHWUEM BalLeil NMMYHOCTI U
cogepxuT uHdopMaLio, HeobxoauMyio AN 3aWMTb!
ASHHBIX MK YCTSHOBNEHMA 3aLUMLLEHHBIX CETEBbIX
NOAKMKOYEHWIA, XpaHunuLe cepTUdUKSTOB - 3T
0BnacTb cucTeMbl, MpeaHasHavYeHHas ANa XpaHeHus
cepTUdUKaTOB.

[ns NpoAo/MKEHUA HaXKMUTE KHONKY “fanee”,




e [lepecraBbre (hnaxxkok B coctosinue “IlomecTuTh Bee cepTU(PUKATHI B
ciaeaywinee xpanuiuie”. Haxmure “0030p”, B cCIMCKE XpaHUIIUIL
BeiOepuTe “JImunoe” u Haxkmute “OK”, a motom “/lajiee ”;

E Macrep nmnopra ceptinduxaTos % |

: E Buibop xparuanwia ceptudmkara

€ XpaHUIMLLE CEPTUDMKATOB.

; STOMATUHECKM, UNM XKe

i | JloBepeHHbIE KOPHEBbIE LEHTPLI cepTid ;|
| [loBepuTenbHbIE OTHOLWEHMS B MPEAnpY —
.| TpOMEXYTOYHbIE LEHTPbI CEPTUOMKALYY

../ 7] OfwbekT nonbsosaTens Active Directory 3 nnawe

1 _NAReNeHHRIS M2AATAMA

n | »

THNa cepTUdMKETa

[ NokasaTs dusmyeckue xpaHi

o™ | [ omea |

MoapobHee 0 XpaHUIMLAaX cepTUDUKATOS

[<Ha3an Aanee:>][0‘mena]




e Haxwmure kHoniky “I'oTOBO”;

E Macrep umnopra ceptudukatos LX)

3aBeplwieHne macTepa mMnopra
ceptudpukaros

CeptudukaT ByaeT MMNOPTUPOBaH NOCNE HEXaTHA
KHOMKK “ToToBo".

Bbinu yKasaHbl cneayiowme napaMeTpbl:

XpaHmmiuie cepTUdMKaToB, BolibpaHHOE Nonb3oBaTene

ConepxaHue

[<Hasaa] Fovoso][O‘mena]

e Brl nomyunte cooOIIeHHe 0 TOM, YTO UMIIOPT CepTU(UKATA YCTICTITHO
3aBepieH. Haxmure kaonky “OK”.

Macrep nmnopra ceprudurkaTos &

e Y
K | VIMnopT ycnewHo BeINOAHEH.
—

OK




Jiis Toro utoOs DT koppekTHO padoTano Ha “Windows 77 HeoOxoumMo
IPOJIENIaTh €IIé HECKOJILKO OTEepaliii o0 yCTaHOBKE JIMYHOTO cepTU(hUKaTA.

e Haxumaem Ilyck — [Ipoepammer — Kpunmollpo u BeIOMpaem
Cepruduxarsi;

e B oTkpeIBIIEMCS OKHE JBa pa3a IiesikaeM no crpouke “CepTuukarbl
(Tekyumii moJib30BaTeJb)”’;

. EJ Ceprudmrarhi E=RRE X
EP Koncons [Jeficteme Bug  Owkwo  Cnpaexa

&= |E = HE

| KopeHb koHconw

HMras
- [EJ) CepTudmnkaTel - TEKYLLMI NOB30BATE

. ED Ceprudmrarsi - TEKyLLWIA NoAb...
- [EJ Ceprudmkatel (nokansHBIR KoMOBOT

@Cepmdmlcaml (noKanbHBIA K.

1 1l [




e (CHnauana BeiOMpaem nanky “JIlmunoe”;

EP Ceprudmkats

i EP Ceprudmratel - TeKyLWIl Nonb30BEaTE
& B CeprudmKaTel (NoKANEHBIR KOMOBKOT

EP Kowcons [eiicteme Bug Okno  Cnpaska IZHE"E
5| 2@ o= H
| KopeHb konconm KMran norm Oro XpaHuavLLa

L] Mauroe

|| [loBEpEHHEIE KOPHEBLIE LEHTPEI CEpTUdMKALIMN
|| JoBepnTENEHEIE OTHOLLEHMA B NPEANPUATII
|| NMpomexqyTouHEIE LEHTPEI CEPTUGMKALMM

|| OBrext nonszoeatenn Active Directory

|| loeepenHble n3gatenn

| CepTndmkaTel, K KOTOPBIM HET ADEEPUA

|| CTOpOHHME KOPHEELIE LEHTPEI CEPTRMKALMM
| loeepenHble nnua

| Apyrwe none3ceatenn

| 3anpocel 3aReoK Ha cepTudmkar

|| loeepenHbIe KopHEELIE CEPTMDNKATE CMapT-KapThl

e Jlanee BeiOupaem nanky “Peectp’;

EJ Ceprudmkat

EJ Kowcons  [eiicTeme

e B alc=H=

Bug OkHo

[ | KopeHe koHconw

a [EP Ceprudukarel - Tekywymii nonszoeate
o[ NMuanoe
i || JloBEpeHHEIE KOPHEBBIE LEHTPEI C
i || JloBEpMTENEHBIE OTHOLLEHWA B NP
[ ] MpomesxyTouHble LeHTprEI cepTid
[ [ OBwexT nonesceatena Sctive Dires
b || JoBepeHHEIE M34aTenw
[ CepTudmKaTel, K KOTOPEIM HET 4O
[ [ CTopOHHWE KOpPHEBEIE LIEHTPEI CEJ
|| JoBepenHbie anua
| Jpyrve nons3oeaten
i [ ] 3anpocel 3aneok Ha cepTuduKat
I [ JoBepeHHBIE KOPHEBEIE CEPTHdME

& EP Ceptudimkatel (NoKanbHBIA KOMABKT

Crpase L
Mma g CKOTC XPaHHaMLLa
| Peectp
' 1 b

4| 1 | b

Kpanwnuwe Nlwynoe cogepxnT 4 cepTndmkaTos,




e [lorom 3axonuM B nanky “CepTuukathbl’, TI€ JIEKAT JIUUHbBIE

CCpTI/I(bI/IKaTBI IMOJIb30BATECIIA,

EP Ceprudmxars

= | B |-

EP Koncons
e #E D0l Hm

Adedctene Bug  OkHo

Cnpaska

[ =]x]

L L v L v v

[] KopeHe koHoonw
4 [EJ CepTudmpkatel - TEkyLLMA NONBIOBATE
4 || Muynoe

b B Ceprudmkatel (NoKaneHBIR KOMOBKT

B[] Peectp
] NoBepeHHbIE KOPHEBRIE LEHTPEI C
[| JoBEpMTENBHEIE OTHOLUEHWA B NP
[ ] MpomesyTouHele ueHTpel cepTd
[ ] OBbexT nonssoeatens Active Dires
[] doBEpeHHbIE M3gaTENM
[] CepTudmKartel, K KOTOPEIM HET g4OE
[ ] CTopOHHWE KOpHEERIE LEHTPBI CEf
] JoeeperHiie nuua
[] dpyrue nonesceatenn
[] 3anpocel 2aneok Ha cepTudmkat
[] JoBepeHHbie KOpHEERIE CEPTHdME

4|

1 | P

Tun ofbexTa

[l Ceprudmkatel

4|

1]

Apanunnwe PeecTp cogepsnt 4 cepTndmkaToe.

e Tenepsb mienKaeM 1Mo cBoeMy cepTU(UKATy MPABOM KIIaBUILEH MBI U

EP Ceprudmrarnl

BBIOMpaeM Bcee 3agaum — IKCnopr;

D@g

EP Koncons

o« rE 4 XE = HE

Aeiicteme  Bug  Owkno  Cnpaska

- [=]x]

| KopeHe koHcoam

a [ Ceptudukatsl - TekyLLWiA NoNb30EaTE

F ]

| MuyHoe

.

Koy sbigan

Kem Boigan

- UC-EM CA

OTkpbiTs

a4 || Peectp

| Ceptundukatel
|| JoBepeHHEIE KOPHEBEIE LEHTPE
| JoBEepuTEnEHEIE OTHOLIEHWA B
[ MNpomMexyTouHbIE LEHTPEI CEPT
| 7| O6vexT nons3oeatena Active D

| doeepertbie nzgatenn

OTKpBITE

3aNpockTh CEPTHGNKAT C HOBBIM KAHIYOM...

OBHoBMTE CEPTUGNKAT C HOBbIM KAHHOM...
AononHut IE CMEepaLmum..,

JkcnopT..

Bce zagaun 4

BripezaTe
Konuposate

¥aanute

CeolicTea

[

B

B

[

B

b [ CepTMdMKaTE, K KOTOPEIM HET
& [ | CTOpOHHWE KOPHEBEIE LEEHTPEI CEf
i [| JosepenHeie nuua

& [ Jdpyrue nonssoeatenn

|| 3anpocel 3aRE0K Ha cepTUdUKaT
i || JloBepeHHEie kopHeBbie cepTdme
i EP Ceprudukatel (noKaneHEIA KOMABOT)

4| 1 | 3

4 1

Cnpaeka

I'Iepeuem; ,ﬂ,EﬁCI'BHﬁ, KOTOpBIE MOTYT BEITe BEINOAHEHEI © AdHHBIM ZNEMEHT




e Baoaure pin-xox kimoua u xmete “OK”;

E Kpuntollpo CSP Iﬁq

0:09:31

[2)=—m BEeauTe pin-o4 ANA KOHTEAHEpS
ZE=4 "Rallser-2c326ca8-a4fd-4b95-822e-3415b2b1b 194"

EM

Pin-+on: TIIIIIITY)

|:| 3AN0OMHKTL PiN-Ko4

e Ortkpoercs Macrep 3xkcnopra ceprupuxaros. Haxmure “/lasee”;

MacTep skcnopra cepTudmkaTos ﬁ

Macrep skcnopra cepTuduKaToB

1

| 3TOT MACTED NOMOrEET KOMWPOBaTE CEPTHMOMKATBI,
i %_: CNMCKKM DOEEPKMA M CMCKK OT36IEa CEPTHDMKSTOE M3
:;;'J WPEHUMMLLE CEpTIDMKETOE Ha NOKANBHEIR AWCK,

CepTHUHUKET, BELOEHHEI UEHTPOM CEPTMQMKELIN,
ABNAETCA NOATEEPHAEHUEN BALLEA NMUHOCTI W
COAEPHRHMT MHPOPMELMID, HEOBXOAMMYHD ANA 3EWMTE
ASHHEIX MK YCTSHOBNEHMA JaLLMILEHHEIX CETEBEIX
MOAKAKYEHRMA, XPEHUNMILE CEPTUOMKETOB - 3TO
oBNECTE CMCTEMBI, NPEAHASHEYEHHEA ANA XPEHEHWA
CEPTUDMKETOR,

[nA NpoAoMmHEHNA HEMMATE KHoMKY "danes”,

OTMeHa

< Hazan




Brioupaere “Hert, He 3KCIIOPTHPOBATH 3aAKPBITHINA KJIKY U IOTOM
p 9 p p p
“lanee’;

Macrep skcnopTa cepTHGUKATOE X

IKCNOPTHPCEIHWE JAKPLITOND KU
MO#HO SKMOPTUPOEETE SEKPEITEIA KoY BMECTE C CEPTUEMKETOM,

SaKPLITLIE KMDYM SELUMILEHE] MAPONe. YTolkl SKCNOPTUPOBATE 3aKPEITHIA KoY
BMECTE C CEPTHDMKETOM, Hy#HO ByOET YyKas3aTe Naponb,

SKCMOPTUPOEATE 3aKPEITHIA KW EMECTE C CEPTHGhMKETOM?
(") &, 3KopTUPOBaTE 3aKPETHIN KoY

(@) HeT, He 3KCMOPTHPOBATL 3aKPLITEIA KoY

MNoapobHes of 3KNODTE 3EKDEITHIX KOFDIHER

< Hazaa ][ Hanee = OTMeHa




e @opwmar daiina ocrapnsiere B “DER-koaumpoBke” 1 moToM Ha)kuMaeTe
“Jlajee”;

MacTep skcnopra cepTudukaTos u

dopmar 3kcnopTupyemoroe ganna
CepTHdHKaTel MOryT DeiTe SKCMOPTHMPOBEHE B PA3NMYHBIN OpPMaTEX.

BribepuTe dopMat daina cepTHdukaTa;
(@ ®aiing 5 DER-+oanposke X, 509 { CER)
" haiinbl B BaseG4-oamposke X, 509 (CER)
() CtaHaapT Cryptographic Message Syntax - ceptudwmkaTel PKCS #7 (p7h)
BKMHI4MTE N0 BOSMOKHOCTH BCE CEPTUBMKATEI B NYTh CRPTHHMKELM

Maiin obmeHa nuHoN Hhopmawael - PKCS #12 (PFX)

BKNMOYMTE MO BOZMOMHOCTH BCE CEPTMRMKATE! B MYTe CEPTUMKETS
YAAMNMTE 3AKPLITHIA KDY NOCNE YONEWHOrD SKONopTa
i SKCNOPTHPOBATE BCE PACLIMPEHHEIE CEOICTES

¥PEHUMWLLE CEpMANME0BaHHEX cepTHdukaTos ((55T)

[} MoapobHee o hopMaTe bhalinos cepTUhMKATOE

< Hazan Lanes = | [ OTHMEHE ]




e Haxumaere Ha “O030p” U yKa3zbIBaeTe MECTO, Ky/1a Oy/IeT SKCIIOPTHPOBAH
daiin (Hanpumep, Padbouuit Cron). HazBanue M0XKHO IPUCBOUTH JIt000E, TaK
KaK 3TOT (paiiy1 TOHaJOOUTCS HaM BCETO JIMIIb HAa HECKOJIBKO MUHYT
(HazoBuTe ero, HarpuMmep, 123). lllenkaem “lanee”;

MacTep skcnopra cepTvdukaTos X

WMma sxcnoprupyemoro draina

WIKEMMWTE MMA 3KCNopTHMpYEeMora daina

MmA daiina;

C:\Usersh ‘Desktopl123.cer

< Hazan ][ Lanes = | OTHEHE |




o JKwmete “I'oTOBO” 1 TIOSIBUTCS COOOIIEHUE O TOM, YTO IKCIIOPT CEPTH(PHUKATA
ycreniHo 3asepiieH. Haxmure kHonky “OK”.

Macrep skcnopTa cepTUdMKaTOE X

3aBepleHre MacTepa sKcnopTa
cepTndurKaToBs

Ve PaboTa MacTepa SKOMopTa CEPTMRMKATOE YOMELWHD
| = 33BEplIEHa.

o Beim ¥Ka3aHbl CNELYHDLWME NapaMeETPBI:

MMA talina C:\Usershy,
SKCMOPT KAKYER Het
BrAMOYMTE B NYTh BCE CepTHDMKETEl HeT

dopMaT dannos daiinel 5 DER.+

< Hazan H [oToBO OTMeHa

MacTep skcnopTa cemucj}uxar...ﬂ

Jkcn OpT YCNEWHD BRINONHEH.




o Teneps HaxumaeM [lyck — Kpunmollpo — Kpunmollpo CSP;
e B okue cBoiictB “Kpunrtollpo CSP” nepeitnure Ha Bkiaaky “CepBuc” u
HaKMHUTE KHOIKY ‘Y CTAHOBUTH JIMYHBINA cepTU(PUKAT”;

E Ceoicrea Kpuntellpoe CSP X
LononHKUTENEHD ANMoOpHUTMBI I besonacHoCT] I Winlogon

Obwume ObBopyaosaH1e | Cepsmc

KOHTEMHED 3EKPEITOMD KIHOYE

3TH MacTepa NoO3E0NAKT CKONWMPpOBEaTE MNK YA43nMTb KDHTEﬁHEp
IAKPBITOrD KNkoYa C HOCMTENA,

[ CKOMWPOBATE KOHTEAHED. .. ] [ ¥AANUTE KOHTEAHED. ..

CepTHMKaTEl B KOHTEMHEPE 3EKPRITOMD KIKOYE

ITOT MACTEP NOSBONAET NPOCMOTPETL CEPTHMKETEI, HAXOA ALMECH
B KOHTENHEDE 3EKPEITOMD KNKDYE, W YCTAHOBMTE MX B XDaHUMMLWLE
CEPTHHMKETOR,

[ MpotMOTPETE CEPTUDMKATEI B KOHTEAHEDE, .,

MuHErR cepTudMKaT
ITOT MACTEP NOSBONAET CBAZETE CEPTHMKET 13 dalina o
KOHTEAHEDOM 3EKPEITOrD KNKOYa, YCTAHOBME 3TOT CEPTH
KPEHMHLLE,

dTE

[ ¥CTAHOBMTE NMUHBIA CEPTK

Maponi SaKpeITeX KNo4en

STH MACTEPE NOSE0NADT MIMEHEHWTE Napon (TMH-Koaksl) 3aKpeITEX
KHOYER MK YOAMWTE 3aN0MHEHHEIE DEHEES NaponK,

[ M3MEHUTE Napans. .. ] [ ¥AanuTh 3anoMHEHHEIE NaPonH. ..

[ QK ][ OTMeHa ] MpUMEHUTE




e Ortkpoercs “MacTep yCTAHOBKH JMYHOIO cepTU(HUKATA”, HAKUMAETE
“Jlasee’;

E MacTep yCTaHOBKM AMYHOID CEPTURMKATE (X

Bac npuBeTCTBYeT MacTep YCTaHOBKM
Fg NUYHOTO cepTUdUKATA
Aot MACTER NOMOr3eT YCTAHOEWTE CEPTAPMKET B XpaHUnvLLE

NWYHBED CEPTAPWKETOE M HECTPOWTE ANA HEMD CChINKY Ha
KOHTEAHED S3KPbLITOrD KNOYa.

M4HBIA CEpTMEDMKET - 3T0 CEPTWEMKAT, ANA KOTOporo
WMMEETCA COOTEETCTEYIIWLMA EMY SEKDBITEIA KDY B KNOYEEOM
KOHTEAHEDE H3 HOCKTENE.

IayHBIA CEPTARMKET B XPaHWNWLLE CEPTUDRWKATOS O0MKeH
MMETE CChINKY HE SaKPLITHIA K. B NpPOTMEHOM CNYYae OH
HE CHATISTCA NWYHEIM, W HEKOTPERIE ONepaui C HAM EI.:,'D,','T HE
OOCTYyMHEI.

WHor pa BosHWKEDT CHUTYELMK, KOrga ecTe M CERTMRMEET, W
SEKPRITEIA KNKY B KOHTEAHEPE HE HOCWTENE, HO HET CChINKK B
¥PEHUNMLLLE CEPTWIMKETOE Ha 3TOT KDY, HCI‘IIZIEIBHTb
nopofHbie CHUTYaLMK NOMOraes 3T0T MacTep.

[nA npogomkeHWA HakMuTe KHogKY " danes”.

< Hazan Lanee = ]| Omaeqa |

e B crnexayroriemM OKHE HY)KHO yKa3aTh MyTh K SKCIIOPTUPOBAHHOMY (haidiy,
HaxkaB Ha “0030p”;

E MacTep yoTaHOBKM AMUHOTD CEPTUKMKATA [-i-J

Pacnonoxenwe Ppaiina cepnauara
BEegMTe MW YKEXWMTE PACNONOXEHWE DARNE YCTEHAENWMEIEMOrD CEQTUDMKATA @

Mg qalina cepmadukaTa:

':PEIDMEIT $afna MOKET OOHMM W3 CNE YLLK

Faiin ceprugurara - X 509 (CER, CRT)
Coofiwenne ctanpapta PKCS #7 (P7B..P7M. .DER)
¥pPEHWNWLLE CEpMANM30BaHHBN CepTMdMKaTos ((S5T)

JameyaHue:
HexoTopkie dopMaTth! hafnos MoryT CoAepXaTs B 0OHOM haine
fonee oAHOMD CEPTUgMKETE.

| < Hazan | Hanee = | Cmaena |




e B okne “Cepruduxar s yctanoBkn Haxmute “/lanee”;

E MacTep YCTEHOBKW AMUHOTO CEpTUdMKETE ﬁ
Cepmadwicar AnA YCTaHOEKM
MpocMoTpUTE K BEIGEPMTE CEPTUMKAT ANA YCTEHOBKM ﬁg
CepmipuKaT:
CybnexT: E= . C=RU, L=Mockea, O="0A0 ""InexTpoHHan Moc
MNocTaswmg: E=ca@uc-emm, C=RU, L=Mockea, 0=0A0 InexTtpodHan Mockea, OLU=Y

DefcTBMTEnEH C 25 agrycra 2009 . 15:43.00
MefcTBATENEH MO 25 arycra 2010r. 15:47.00
CepuiiHbii HoMep: 2303 310D 0000 000D 03CA

OGsop...

< Hazag Hanee = ] [ OmaeHa ]

e B oxne “KonTeiiHep 3akpbITOro Kiaw4a” Haxmure “0030p”;

E MacTep ycTaHOBKKW AMYHOTD cEpTUdMKaTE ﬁ

KoHTedHEp SAaKDHTOMD KMnYya
BEeoMTe MW YKEKMTE KOHTENHED SAKPEITOMD KNOUE, KOTOPBIR COOTEETCTEYET ﬁg
BLIBDAHHOMY CEpTHUMKATY

Mrap kniouesoro I‘ZDHTE-'I:'IHEFIEIZ

BecasHHOS MMA S30AET KNIOYSE0N KOHTSAHSP!
@ MonbsoeaTtens
(7 KomnstoTepa

Brifepiute C5F anA nowcka Knoyess KOHTEAHEDOE
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -




e B okne “Bbi00op K/II04eBOro KOHTeliHepa” BHIOMpaeTe KOHTEHHED U
Haxxumaetre “OK”;

. Kpuntollpo CSP ——

0:09:56
Bribop KNOYEBOrD KOHTEAHEDS

B cnucke noxkasbiBaTe:

(@) [pyHECTBEHHLIE MMEHE () ¥HMKANEHEIE MMEHE

CNWCoK KNHYeEbLIX KDHTEEHEDOE Nonb30BaTENA:

=
CuYMTEIBATEMNE  MMA KOHTEAHEDS

Aktiv Co. ru... Ralser-2c3Z6cad-adfd-4bo6-822e-841902b1b...

0K OTtMeHa

e Haxmumaere “Jlajiee’;

E MacTep yoTaHoBKW AMYHOro CepTuduKaTa 1__ - ﬁ

KoHTefiHep sakpwTorno Kmoya
BeemiTe vnn ykanmTe KOHTERHED SEKPEITOMD KMOYE, KOTOPLIR COOTEETCTEYET ﬁg
BbIOpaHHOMY CEpTUOMKaTY

MiMA Knioyesoro KoHTERHEpa:
Rallser-Zc326cad-adfid-4b96-8222-8415%2h 1b 154 DBzop...

BeeneHHoe MR S303ET KNOYEE0H KOHTEMHHED:
@ Monssoeatens
(71 KomnetoTepa

Brifepute CSP ana nomcka Knioyesex KoHTERHEDOE:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -

< Hazan H Hanee = OmaeHa




e Baoaure pin-xox kimoua u Haxxumaetre “OK”;

E Kpuntollpo CSP Iﬁq

0:09:31

[2)=—m BEeauTe pin-o4 ANA KOHTEAHEpS
ZE=4 "Rallser-2c326ca8-a4fd-4b95-822e-3415b2b1b 194"

EM

Pin-+on: TIIIIIITY)

|:| 3AN0OMHKTL PiN-Ko4

e B okHe “Xpanuiauie ceprupukaroB” Haxumaere “O030p”;

E MacTep ycranoskw nvuHoro ceptudukara X
XpaHunuille CEpTWINMKATOE
YiEMTE XDEHWMWLLE CEPTWMKETOE ANA YCTAHOEKW B HEMo BeifpanHoro g
PaEHEs CERTMHMKETE.

YiazaHHEIR paHee $fnar MCNoNb305aHWA KNDYEBEE KOHTEAHEDOE NONE30E3TENA MW
KOMMOETERS ONpeasenReT Bblﬁﬂlp HEDEmDHMbD(X]:IEIHHJ'IHIJJ. CEpPTARHKETOE

Mran XPEHWNALLE CEPTURHKETOE:

i@ MNonbsoeatens
KomnetoTepa




e B crnucke Bei6Opa xpanunuin Beioupaete “JInunoe”, Haxxumaere “OK”, a
noroM “/lasee”;

E Bribop xpanwnvwa ceprudmkara ﬁ |

BribepuTe xpaHuniwe gEpTUDUKETOE.

-
-] JloBEpeHHbIE KOpHEELIE LEHTPGI EEI:ITMI:I|E|
-] [loBepUTENsHLIE OTHOWEHKA & Npeanpy—
-] MpoMesyTouHEIE LEHTPE! CEpTUdMKaLIA
----- | OfbexT nonbicsatena Active Directory I

i...d T NnRERSHHRIS 1470 STS 0

1| 1] [ 3

[T MokazaTs duzMueiie XpaHMnMLa

] [ OTMeHa
[= -
S ;
E MacTep yCTaHoBKW AMYHOTD CepTudMKkaTa ﬁ |
XpasHumae CEpTACMIKETOE
YiaxuTe ¥paHKnMILE CEPTURMKATOE ANA YCTAHOBKKM B HEro BoiBpadHora g
paHes CEpTMRMKATE.

¥iasaHHbIA paHes §nar MCNoNL30E3HWA KNIOYEEED KOHTEAHEDOE NONE30B3TENA UK
KOMNEOTEPS ONPEAENRET Eiblﬁﬂp HEﬂﬁmﬂHMbB(IDEIHHHHIJ.L CEPTURMKETOE

Mran XPEHWNKMLLE CEPTURMKETOE:

MCnonesyoTca HpaHMNMLE CEpTHRMESTOE:
@ lMonesoBaTenA
KomnewoTepa

< Hazan nee = ] [ CmieHa

L ll




e B KoHIIe mpoliecca yCTaHOBKU JIMYHOTO cepTudukara Haxxumaere “I'0ToBo”;

E MacTep ycTaHOBKM AMUHOMS cepTudukaTa Li_E-J .

3aBepweHne paboTel MmacTtepa
Fg YCTAHOBKW NUYHOro ceptudukara
Padota MAcTEpd YCTAHOEKK NMYHOMD CEPTARMEETE YCNeWHD
SaBeplleHa.

Beinn yrasaHs! cnegyolwme NnapameTpel:

BzATe cepTMduKaT -
\s alina CUsers', WD
MMA CEPTUMKETE =
cyGberT E- K
MOCTABLLME E=ca@uc-em.mu, C=RU, L
OEACTEMTENEH C 25 aerycta 2009r. 15:43:
OEACTBMTENEH MO 25 aerycta 20100, 15:47:
CEPHIAHBIN HoMED 2303 3100 0000 D000 0t -

4 il I

¥AenMTeck, YTO ERIGPEHEI MPEBMNEHEIE NapaMegibl 1
HaxmuTe kHomKy "ToToso" AnA BenonHeHWA YWTaHOBKN,

< Hazan ” [oToBO Cmaena

e Ha Bonpoc “3amMeHuTs cymecTByOIuil cepruurar...” oreyanre “Jla”.

Ceowcrea Kpuntollpo C5P li_E-J

'.0.' 3ITOT CepTUEMKET yHE NPUCYTCTEYET B XPaHWAKMLLE CepTUdMKATOE,

3aMEHNTE CYLLECTEYHILLMA CepTUEMKAT HOBBIM, C NPOCTAENEHHOH
CCBUKOA Ha 3aKPLITEIA Koyt

Aa _] | Het

Ha sTtom yemanosexa nuurnoco cepmud)ukama 3aBCPLICHA.




